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FOREWORD

By Rachel Laycock, CTO, Thoughtworks

Infrastructure as Code (laC) has transformed the way we build and
manage technology. While it's a core practice for modern software
teams, its principles and benefits extend far beyond engineers and
operators. Understanding laC is crucial for anyone involved in shaping
technology strategy, making architectural decisions, or driving digital
transformation.

Kief Morris' Infrastructure as Code, 3rd Edition is the definitive resource
on this topic, but we recognize that not everyone has the time—or the
technical background—to dive deep into its details. That's why this
Illustrated guide was created: to provide a lightweight, accessible way
for non-technical audiences to grasp the key concepts of laC.

Through simple explanations and engaging visuals, this guide breaks
down complex ideas into practical insights. Whether you're an executive,
product leader, or someone simply curious about modern infrastructure
practices, this resource will help you understand why IaC matters and
how it impacts the way we build resilient, scalable, and high-performing
systems.

We hope this guide sparks meaningful conversations and empowers yo
to make informed decisions in an increasingly automated and software-
driven world.

Enjoy the read!

Rachel Laycock
Chief Technology Officer, Thoughtworks
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SCOPE OF INFRASTRVCTURE

PEOPCE DEFINE THE SCOPE (OF INFRASTRUCTURE IN MANY WAYS.

TO POT IT IN CONTEXT OF A WHOLE SYSTEM VISVALISED HERE:
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DEFINED SETUP AND CONFIAVRED UsSIN4 (ODDE,
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DEFINITION
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CODE OR CONFIGURATION ?
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[T 1S EASIER TO AUTOMATE AS wWE BUILD

HARD TO

GET STARTED!
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MYTH - 3
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IT 1S MORE HELPFUL TO JSEE QUALITY & SPEED AS A KR UADRANT

CRERTES WORKARQUANDS,

MIGH

4 K TeCH DERT

AVALITY

LOW MOVE FALT ¥
QUALITY QREAKL THINGS
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A WELL- DESIGNED SYSTEM

A case for 9o0ad odesign

GIVEN THAT INFRASTRUCTURE PHMSICAC ATTRISUTES ARE VARIABCE.

AS A TEAM MEMBER,

I WANT TO

® ALTER SYSTEM INSTANCES DR COMPONENTS

* KEEP THE &YSTEM QUALITY

SO0 THAT WE CAN SCALE EASILY W& RAPIDLY
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A QKO00D SUSTEM  DeSIAN LEADS TO IMPLEMENTATION THAT
WORKS WELL AND cAN EVOLVE CONTINUVOUS LY .

A JESIAN THAT TRIES TO ANTICIPATE ALL PRESENT AND

FOTURE  NEEDS ENDS vP  BEING FAR 700 cOMPLEX.

THE GAOAL OF INFRASTRUCTURE DESIAN THEN SHOULD BE

SIMPLIFVINA MAINTENANCE AND CHANAGKES.

MVUCH LILE THE PRINCIPLES OF A00OD SOFTWARE DESIAN,



ASSUME SYSTEMS ARE UNRELIABLE
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MAKE EVERYTHING REPRODVCIBLE

A SMSTEM 1S RESILIENT WHEN WE  CAN

REBUILD PARTL ©OF IT EFFORTLESS(Y AND RELIABLY
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IT ALSO ENABLES SPEEDY
ENVIRDNMENT PROVISIONINA



CREATE DISPOSABLE THINGS

CONSIDER BUILDING A SYSTEM THAT 1S ITSELF DYNAMIC
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SYSTEM  CREATES  FLEXIBILITY  AND  DERISKS  CHANAES.



MINIMISE VARIATION
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ENSVRE THAT ANY PROCEDVRE CAN BE
REPEATED

JUST CIkE THE REPRDDUCIBILITY PRINCIPLE,
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IF  POSSIBLE
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SCRIPT THE TASK
ELSE
BREAKDOWN TASK
SCRIPT EACH TASK



APPCY SOFTWARE DESIAN JRINCIPLES
TO INFRASTRUCTURE

THIS PRINCIPLE WEEDS 7TO Bt TREATED WITH CARE
AS THERE ARE ODIFFERENCES RETWEEN
INERASTRUCTURE AND JSDFTWARE (CODE

TREY ARE AS RELEVANT FOR INFRASTRUCTURE  (C0DE

AS THEY ARE FOR  ALENERAL SOFTWARE DESIaN

CUPID  PROPERTIES CAN BE ASSESSED

TO0  UNDERSTAND TRADEODFFS

cOHESION » (cOUPCLINQ ARE KEY ATTRIBUTES TO  SEE

HOW WELL # DESIAN HAS GROVUPED ELEMENTS [INTO COMPONENTS
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COMPOSABLE UNIX PHILDSOPHY
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COHESION ¥ COUPLING

STUDMINA COHESION AND  CcouPLING HELPS vs UNDERSTAND

HOW WELL ELEMENTS HAVE BEEN GLROUPED INTO COMPONENTS.
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CODE PROCESSING WORKFLOW

APPLICATION CODE WORKFLOW

CODE PRCKAAE PROCESS

(/.\ f' OS)

APPLICRTION CODE EgxeECUTES AFTER IT 1S DEPLOYED

INFRASTRUCTURE CODE WORKFLOW

pemerys RESOURCES

INFRASTRUCTURE CODE EXECUTES IN THE DEPLOYMENT (ONTEXT

IT CREATES, MOODIFIES , REMOVES  INFRASTRUCTURE RESOURCES DEPLOYED
THIS HAS IMPLICATIONS FOR UNIT TESTS & COMPILED CODE



DESIGN CONCERNS

THE ODESIGN CONCERNS IN
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DESIAN

DESIAN FORCES  ARE

CONSTRAINTS, REQUIREMENTS AND INFLUENCES

THAT QUIDE  DECISIONS

THEY
INERASTRUCTURE

ARE RLELEVANT IN EACH
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DESLIGN CONTEXT -]

HOw DOES A TEAM ORAANISE THEIR INFRASTRUCTURE

ACRDSS  SOURCE c(cOOE REPOSITORIES ?
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WHO OWNS (obDE dELIVERY SCOPE
¥ AN VIEW [MODIFY IT 0F EACH  UPJATED
COMPONENT

WHAT  CODE / COMPONENT
LUBSETS ARE PEOPLE
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DESIGN CONTEXT -2

L . wransnt) N

TO 4ET FROM CODE TO  DEPLOMYMENT, THE EFFECTIVENESS OF

INFRRSTRUOCTURE CODE DESIAN IS MEASURED VSING THE
DORA METRICS
TIME
FREQUVENCY
FAILURE RATE OF DELIVERINA CHANAES
@ TIME TO  RECOVER FROM  FAILURE

DIFFERENT FORCES (OME INTO PLAY  FOR DPTIMISING FOR
THESE MEASURES.

i
B
-a

WORKLOAD
ALIANMENT

MANAAING
DOWNTIME

COMPLIRNCE



DELIGN CONTEXT -3

LIVE
RESOURLCES :E!tk =

K

AMONG THE GOALS OF AN INFRASTRUCTURE SYSTEM ARE
PERFORMANCE, RECIABILITY, COST OF OWNERSHIP ETe.

FOR ACHIEVING THESE, DESIaN FORCES AFFECT DECISIONS ABOUT

WHERE TO SPLIT INFRASTRUCTURE INTO COMPONENTS.

SCALING : VSAGE LEVELS AND AEOARAPHICAL
RESOVURCE CONSUMPTION DISTRIBUTION  OF RESOURCES

RESILIENCE

DARTA  PARTITIONING MOSTINA (COSTS



DELIGN CONTEXT - &

LIVE

DEPLOYMENT
RESOURCES

DECISIONS ARE NEVER MADE IN ISOLATION . HERE ARE JSOME

INFLUENCES  ACROSS  CONTEXTS

—

moYe misfakeg

COANITIVE SI2E
o0F CODERASE

CHANKES T0

P {a vac

| . inf(rdefenl'
L o multiple ' -
" coOMPONENTS %

$COPE pF CHANAE ORAANISATIONAL  STRUCTURE

LOST OF OQWNERSHIP SECURITY



LANGUARGE CHO(CES
FOR INFRA AS CODE

THE BEST (ANAVAQE

WILL VARY FOR ODIFFERENT

SYSTEMS,
PARTS X

PEOPLE

TH(S IS A HIAHCY QERATED TOPIC. THE NEexXT SECTION
DESCRIBES THE & AROUPS 0F (ANAVAAE TvYPEL aAND
THE (R OPPOSINA LHARARCTERISTICS T0 A4AIVE CONTEXT.
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OFFER

FINE- QRAINED C(ONTROL ABSTRARCTIONS



AOAL OF DESIAN

DEPLOYMENT

SOURCE

Co0E /

/

LIVE
RESOURCES

/" DESIAN FORCES BALANCED

A

@ NOT TO BREAK INERASTRUCTURE INTD
THE SMALLEST ODEPLOYARLE PIECES

(ART BALED ON PU22LE TANKKRM)



PATTERNS ANTIPATTERNS

A ODESIAN PATTERN

1€ A

TYPICAL  SOLVUTION

TO A

COMMDN  PROBLEM

PATTERNS AlD

IN  CLARIFMING

APPROACHES % TRADEOFFS

AN  ANT(PATTERN 1S A TYPICAL, BUT PROBLEMATIC
SOLUTION TO A COMMON DESIAN  PROBLEM

THROUGH THE BODK, KIEF DISCUSSES MULTIPCE APPROACHES TO
DESIAN, C(DNFIGURE, INTEGRATE AND DEPLDY TEACH COMPONENT.



GROVPING THEM INTO COMPONENTS

AND DEFININAG RECATIONSHIPS BETWEEN THE AROUVPS

EXAMPLES OF COMPONENTS: APPLICATIONS, MICROSERVICES
LIBRARIES, CLASSES



INFRASTRUCTURE COMPODNENTS

THERE ARE NOD WIDELY AAKREED DEFINITIONS FOR
INFRASTRUCTURE AS CODE COMPONENTS. SO, HERE ARE

4 TYPES DEFINED FOR THE PURPOSES oOF THIS BRDOK.

THESE TERMS, ESPECIALLY ‘STACK’, ARE WIDELY USED, EVEN
IE. THEY ARE WNOT UNIVERSACL.

[AAS RESDURCE @ o0

CODE LIBRARY

INERASTRUCTURE 0.0
DEPLDYMENT JSTACK

INFRASTRUCTURE
COMPDSITION




INFRASTRUCTURE COMPODNENTS

[AAS RESDURCE

@O SMALLEST UNIT OF INFRASTRUCTURE
O@® ocrinvep ¥ PROVISIONED |NDEPENDENTLY

CODE LIBRARY

INFRASTRUCTURE RESOURCES GROUPED BRY
CODE <SHARING bk REUSE AcCROSS STACKS

INERASTRUCTURE DEPLDYMENT JTACK

LOLLECTION OF INFRASTRUCTURE
AESOURCES DEPLOYED AS A UNIT

FOR THE CONVENIENCE 0oF PROVISIONING

INFRASTRUCTURE COMPOSITION

COLLECTION OF DEPLOYABLE JSTACKS. DEFINES
DEPENDENCIES X INTEARATIONS BETWEEN STACKS

FOR THE CONVENIENCE Df TeEAMS RESPONSIBLE FOR

THE APPS[SERVICES THAT USE THE COMPDSITION.



BUILD SERVERS AS CODE

DESPITE THE POPULARITY OF (LOUD NATIVE AND SERVGRLESS APPS
SERVER AS C€ODE IS STILL VERY RELEVANT

ol
AVILD CRFhTE - " DESTROY
IMAGE msnncs u :vsmvce
SERVER LIFECYCLE
OPERATING SHSTEM
IMAGE
1€ BRVILT FROM INFRASTRUCTURE

CODE

A SERVER P l——_’-l

APP INSTALLATION

CONTAINS PACKAGES
SOFTWARE
INFRASTRUCTURE AS  CODE
CONFIAVRATION EMERGED AS WAY
DATA To (ONFJAURE  SERVERS

THE RBODK  DISCUSSES PATTERNS TD USE FOR EACH STAGE OF A

SCRVER'S  LIFECYCLE L TO MAKE SERVER A REUSABLE COMPONENT



DESIGN ENVIRDNMENTS

AN ENVIRONMENT PROVIDES A SERVICE

FROM AN  INFRASTRUCTURE

CONTRDLS
A CODE  VIEWPO/NT, SERVICES 4\' AL

ENVIRODNMENT NETWOKKINQ 1 [—0

<l |=
& A Lokicar AROUPING =} =

SOFTWARE
DF ODEPLOYED |NFRASTRUCTURE HARD W ARE

ENVIRONMENTS MAY  BE VSED

RETAIC

MANAGE To BE OWNED BY TO CUSTOMISE
CHANGE DIFFERENT GROUPS BY REGION[ BRAND

CONS IDERATIONS FoR DESIANING AN ENVIRONMENT

E. DRAW BOUNDARIES BETWEEN ENVIRONMENTS

1/
._, SHARE RESOURCES % INFRASTRUCTURE

_’. REDUCE  COUPLING AND INCREASE (COHESION

ENABLE BETTER 4OVERNANCE

— BUILD IN LAMERS —PHMSICAL, VIRTUAL % CONFI4

TEST & MAKE EHANAES T0 ENVIRONMENTS



INFRALTR VUCTURE

PROVIDE RUNTIME

APPLICATION (AVMER

APPLICATION DPERATIONAL
RUNTIME SERVICES
SERVICES

ENAINEERING PLATFORM LAVYER

R &
~—\

INERASTRUCTURE PLATFORM (AvER

- THAT MOST RUNNING WORKLDADS

THIS INVOLVES PROVISIONING

DRTARASE INSTANCES

* COMPUTE  CLUSTERS %’ﬁ NETWORK $TRUCTURES

T0 START PLANNING THE INFRALTRUCTURE,

@ EXAMINE THE  WORK(LDADS

IDENTIFY THE CAPABILITIES THEY NEED

THEN, DELVE INTD THE DETAIL OF

© SERVERS AS ¢DDE
LLUSTERS AS CDDE
® SERVERLESE INFRASTRUCTURE

@ SEPARATION OF BUSINESS LOGIC & INFRASTRUCTURE



DELIVERY

OF AS CODE
ASTRUCTURE
INFR




CORE DELIVERY WORKFLOWS

EVERYTHINA INFRASTRUCTURE 170 BE AVTOMATED

get OF == O

INFRASTRUCTURE DEPLOYMENT PIPELINE DEVELOPER TESTS K
RESODURCES PROCESS STAAES SETOP MON ITORINA

IN C(ONTINYOUS ODELIVERY SMUSTEMS, THE  SOFTWARE DeLIVERY WORKFLOW 1§

25 O 7 8

BVILD TeST RELEASE RUN

FOR EACH STAAE THAT SOFTWARE (S DEP(LOYED

AUTOMATED TEST STAGING PRODUCTION
ENVIRONMENT ENVIRONMENT ENVIRONMENT

INFRASTRUCTURE NEEDS TO BE IN PLACE, UPDATED

THE B0OK DISCUSSES

WORKFLOWS FOR DELIVERING INFRASTRUCTURE

OPTIONS FOR TEAM  TOPDLOAIES



BUILD be DEPLOY INFRASTRUCTURE AS (ODE

INFRASTRUCTURE COMPONENTS ARE BUILT SEPARATELY

DEPLOYING || INFRASTRUCTURE INVOLVES  THREE STE?S

AENERATES RESOLVES PROVISION S
A BUILD DEPENDENCIES ENVIRONMENT

eONSIDER THE CONDITIONS FO0R  DELIVERING AN

INTEARATED

s S [ ][]
INTE ARATINA <

DURINA ODEPLOYMENT ?

AUTOMATED TEST STAGING PRODUCTION
y
ENVIRONMENT ENVIRONMENT ENVIRONMENT

THE BOOKk DISCUSSES ACTIONS TO BE TAKEN TO ENSURE
THAT INFRASTRUCTURE  DEPLOVYED ACROSS ENVIRONMENTS

STAMS EONSISTENT.



IMPLEMENT INFRASTRUCTURE
DELIVERY WITH PIPECINES

AN |INFRASTRUCTURE  ODELIVERY PIPELINE AUTOMATES THE
WORKFLOW THAT BUILDS, DELIVERS AND JEPLOYS INFRASTRUCTURE.

HERE S A PICTUORE OF PIPELINE STAAGES p¢ AN EXAMPLE

Deve [‘op I_ 8vild _| va.lcdate ﬁ P

COMMIT BUILD STAQKE MANVAL
—) _’ - g, 27T A

-’
TeST STAKE

EACH STAAE
@ TAKES INPUT, MAKES OQUTPUT — DEPENDINA ON SCOPE

@ PRDARESSES THE WORKFLDW — PERFORMS AN ACTION
© ACTS IN A CONTEXT — OFFLINE [ DEPENDENCIES

WE NEED OTHER CAPABILITIES TO IMPLEMENT PIPELINES -
SUCH AS:




TEST INFRA CODE-I

TIARHT  FEEDBACK [O0PS ARE THE ESSENCE
OF CeONTINUOUS  TESTING

CODE QuUALITY . BENEFITS FROM TESTING
FUNCTIONACITY DECCARATIVE  (CODE
SECURITY SPEED OF TESTING
COMPLIANCE JEPENDENCIES

LIBRA nres/ OTHER CODE

P RFORMANCE
SCALABICITY

AVAILRGILITY
OPERABILITY

O TESTINA IN  PRODUCTION

NARROW BROAD
FAST SLOW

THE 800k GAOES oON TO  DISCUSS  SOCLUTIONS WITH SoME EXAMP(ES



TEST INFRA

OIVIDE INFRASTRUCTURE [INTO
PIECES

MORE TRACTAS&LE

FASTE K, EASIER
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PROVISION

TEST AND
MAINTAIN

PROARESSIVE
- TESTING

NARRDW BLOAD

clml | |

FAST Stow

SLOWER TESTS RUN ONLY
AFTER POSITIVE FEEDBACK
FROM FASTER TESTS

TEST
DFFLINE

OFFCLINE TESTS
RUN FASTER

VSE WITH
TeST- DOVBLES

CODE -2

CLARIFY
DEPENDENCIES

ESPECIALLY
WHEN
SHARINAG

DATA

LOCAL EMULATORS AND
TeST- DOVBLES

USE

L)

TEST DOUBLES

IN CASE OF 4

DEPENDENCIES

USE PERSISTENT INSTANCES OF
THE ENVIRDNMENT

SAVES ON TeST RUN TIME

BUILDsS ULP

o INCONSISTENCIES
o COST
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® PROVISION

o CHANAKE
® REMOVE

INFRASTRUCTURE
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UNDERSTANDING SOFTWARE  DEPLOYMENT  STRATEAIES
MELPS DEVELOP &TRATEGIES FoR INFAARSTRUCTURE DEPLOYMENT

WHERE TO DEPLOY  FROM?
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MY MACHINE A CENTRAL  SERVICE A DELIVERY PIPELINE

AND MORE!

TRIAAERIN 4 INFRASTRUCTURE JDEPLOYMENTS

. AND THE MANY WAMS
\/.ﬂ T0 IMPLEMENT EITHER

APPROACH

MANUAL AUTOMATIC
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DELIVER CHANAGES IN
SMA(LL INCREMENTS

SAFELY CHANKE
LIVE INFRASTRUCTURE

MINIMISE DOWNTIME
DURING DEPLOYMENTS

RETAIN DATA WHEN
CHANAINQ INFRASTRUCTURE

THE BODK DISCUSSES THE 1SSVES INVOLVED AND THE
TECHNIRUVES THAT AIVE CONTROL WHILE MAKINA CHANAGES.
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MAINTAIN RECORDS

CORRECTNESS
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